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Overview

Focus of our work:

* Dynamic safety certification of
collaborative embedded systems (CESs)

Contents:

Gollaborative Embedded Systems

CrESt

* Dynamic safety certification

e Safety certification concept
 Document-based
e Contract-based

» Safety-related supporting techniques
e Context modeling
* Runtime uncertainty handling
* Integrating model-based risk assessment
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Collaborative Embedded Systems

~bredt

Motivation

.y System
Trad|t|ona| Systems ............................................................... Y

 are fully specified during design time
* work in a closed context with little uncertainty

e can be assessed with established and
standardized procedures

boundary

e i e i o e ] e

Collaborative embedded Systems (CESs)  reresssssssmsmmmmmmmmmssssssssssssssssssssee
* Dynamic collaborations at runtime e
* Collaborative System Groups (CSGs)
e Usually flexible deployment
* High uncertainty regarding context
* New techniques for safety assessment required

The goal of our work was the development of new
safety certification concepts suitable for CESs.
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Dynamic safety certification EFESt
=

Our proposed process for dynamic safety

certification is aimed at o

is safe

* Accelerating the operational safety approval

. oo . . . Goal Structuring Notati GSN
(i.e. certification) after CSG reconfigurations oal Structuring Notation (GSH)

CES1 s2

Argument: All
hazards of CES2
dressed

S1

Argument: All
hazards of CES1
are add

Semi-automated approach
e With human involvement (human-in-the-loop)

ressed are ad|

. C | et G1.2 L G2 G2.2 G2.3
* Goal: S he saf | |
oa : u p p o rt t e Sa ety e n gl n e e r ' CES1.CrushingHazard CES1.FireHazard o CES2.CuttingHazard CES2.CrushingHazard CES2 NoiseHazard
: is addressed is addressed : ' is addressed is addressed is addressed

* Document-based
* Industrial use case: Adaptable factory

Sn2.2

Sn2i

_ Personnel was
instructed to wear
hearing protection

Safety cage
was placed
around
CES2

* Fully automated approach —
* Without human involvement (peer-to-peer) GSG Satew
* Contract-based ; B
* |Industrial use case: Platooning services
 Fundamental concept: modular safety cases
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Document-based certification E PEStV

Goal:
e Partially automate tfp\e (mfanual) certification __
i D ic Safet
process to support the safety engineer ; | ynaric Safety |
* Enable software support ] Concept

CSG safety approval

Modular safety cases
from design time .
9 Runtime

Adaptable factory: analysis
* Factory consists of mechatronic objects (MOs)

* MOs are arranged as needed for individual
products (plug & produce)

* Health and safety engineer is responsible for the
safety certification (legal requirement)

For more information, we refer to our video
presentation in the CrESt marketplace (SQ2: Runtime
Safety Certification for Adaptable Factories)

Adaptable factory
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Contract-based certification E [ E Stv

Goals:
° E na b | e pee r-to-peer Safety ce rt|f|cat|on Collaboration service provider / Standardization body
without the necessity of human usiness + Functional

+ Safety + security +

involvement

CSG Design .,
Concept: A

oie0 [ Foe

* CESs are equipped with modular safety olementaton
cases at design time i T - / Relizaion
CES Design Company A Company B Company C
* At runtime, CESs negotiate contracts
for provided and required services | | | S
* The result is a safety case for the Runtime - Cont. 1

integrated CSG
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Contract-based certification

CSG specification:

* Architecture aspects
* Roles, communication means, functions, services,
behavior, structure, functional contracts,...
e Safety aspects

* Hazards, failure models, safety requirements,
degradation modes, warning and safety concept,
safety contracts, ....

Concept overview

Business + Functional
CSG Design -
CES Desgn

Runtime - Cont 1
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Domain Engineering - CSG Design
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Contract-based certification

Main results:

Collaborative Embedded Systems

CrESt

* Integration of the Service Oriented Architecture (SOA) with
the SPES XT modeling concepts for the specification of
functionality through services.

* Adaptation and implementation of SOA ML (Modeling
Language) within the safeTbox modeling tool.

* Integration of Component Fault Trees (CFT) with SOA, for
the creation of fault models.

e Development of a realization view concept for CTFs. This
serves to deal with the modeling complexity when analyzing
systems with a large number of hazards.

* Conception of an information visualization approach for CFTs.

* Domain engineering concept for the definition of safety
contracts for degrading systems.
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Collaborative Embedded Systems
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Function — Requirements map.

Contract-based certification

State machine

Service architecture

Itemn def. 4 — . —_— } =
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Safety concept
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Context modeling EPEStw

-*| context Subject
Function

0.1

* Every system (CES) operates in its individual context:
* the perceivable surrounding that consists of all the objects pacers ¥ |
from the environment relevant for that system F]

| ContextOject [g - 0.*| Contaxt Object [~Provides P assumes.

.- 1
’— Context Subject @ implements b=

e CESs form CSGs with other systems from their context .
* The context cannot be fully anticipated during design time. U SR J
* The need for context awareness emerges. Sotey Gunranon|—ioncen <] Comextoect {17 o,

Context State
=] Variable

* Context awareness is generally accomplished through the

creation of context models
* In practice, there are differences in the context modeling

Context ontology

concepts among different manufacturers and suppliers 2 Our context ontology integrates elements of two
"semantic heterogeneity" types of context:

* The use of ontologies unfolds the potential to serve as a (1) classes and relationships of the interacting
conceptual and technological representation of such models CESs, known as the operational context, and

(2) sources of information with respect to the
CESs, seen as the context of knowledge.
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Runtime uncertainty handling EPEStu

* Uncertainty: Required information is only partially available or inconsistent from different sources.

* Runtime uncertainties are of high relevance for safety.

* U-Map: Reference map for safe handling of runtime uncertainties
» Acts as a knowledge base (considering MAPE-K feedback loops)
* Maps potential uncertainties = possible hazards = mitigation measures

* Mitigation measures
Rectification
* Attempt to eliminate uncertainty during integration = .
* Complete elimination might not be possible . £° \pp .
eliminate Y su orie:
o Degradation measure d N oY
supported
o Additional protective measure
* Reduce severity of possible accidents in safety critical states

o Rectification measure
0.*
* Change in the functionality or configuration of the system Uncertainty a0 igeted by bv\ 0. [l
* Runtime reconfiguration / adaptation 0. - [JEeseEnre
* Can be external measures 0.

mitigated by further

mitigated by
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Runtime uncertainty handling

H1: Hazard

UnC1: Uncertainty

H2: Hazard

UnC2: Uncertainty

| H3: Hazard

UnC3: Uncertainty

H4: Hazard

X

R1: Rectification
Measure

R2: Rectification
Measure

R3: Rectification
Measure

N

AP1: Additional
Protective Measure

AP2: Additional
Protective Measure

D1: Degradation
Measure

D2: Degradation
Measure

D3: Degradation
Measure

16.10.2020
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No

UnC 1 e

UnC_2 a

UnC_6_b

UnC_6_c

UsC_7 a

Runtime uncertainty handling

Uncertainty

Mechatronic object service descriptions
incomplete

Hazard zone information is missing in the
self-descriptive characteristics of an MO

Current surges lead to intermittent
magnetic flux in the electric motors of
nearby MOs

Welding machine present in close vicinity
of a light sensor guided MO

Unintended entering of human workforce
into the hazard zone

Detection

Manually during safety analysis

incomplete information
communicated to the orchestration
unit

Visual identification through
appropriate labeling of
corresponding components

Visual identification of high voltage

machines by appropriate labeling

Detected by sensitive protective
equipments (SPEs)

Hazards Rectification

® Check individually all service
descriptions and add them
accordingly

Unforeseen movements (machine)

e Individually analyze the missing
specifications

® Training to the HSE w.r.t the new
context and funcionality of the
system

e Visual inspection of available
inherent safe design measures

Ineffective safety analysis

Unforeseen movements (machine)

Sensor failures (machine)

Sensor failures (machine)

Unforeseen movements (machine)

Electrocution (human)

Burn (human)

Trapping (human)

Stabbing or puncture (human)

Crushing or impact (machine, human,
product)

Being thrown (product, human)

Collaborative Embedded Systems

LrEst.

Additional protective measures

=

Degradation modes

e Reduced Motion
e Immediate STOP funtion

e Installation of protective guards

e Installation of light barriers with addition
SPEs where human presence cannot be
avoided

e Info material regarding Hazard zones

e Marking “go” / “no go” areas

® Power shut down

® Reduced speed and motion
of movable components
when human presence
detected by SPEs



Integrated model-based risk assessment

Metamodel-based, automatic generation of

Collaborative Embedded Systems
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Budget
—»I RecipeStep }—<>| Recipe
¢

Sev

Process
Definition

process FMEA ensures production quality

1
ServiceProperty || ServiceFailureMode |

o

Service I

* All Information for automated risk assessment
captured in one place, machine-processable

* Model-based and modular approach supports
development processes

* Decouple independent stakeholders

Abstract
Services

l
=
Q
Y—
[

covers

—limits»

fulfills

fulfills—»| |le—requires.
fulfills

Equipment
2]
o
wv
G I

Production

* Reuse existing solutions and knowledge from
risk analysis for production services,

requires

I ]
RecipeStepProperty | I RecipeStepFailureMode —»i ProcessApproval |<>—{ ProcessSafetyRequirement
I I

AssessmentSafety
Requirement

requires

| SafetyAssessment

%)
-
O
Q
R
Ul

posseses

fulfills
covers

Process
Implementation

product definition (BOM/BOP)
* Automated (re-) generation of artifacts

* Method supported by tooling: prototypical tooling based on MPS developed within CrESt

supports semi-automatic analysis, evaluation and optimization
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Integrated model-based risk assessment EPESt__

Metamodel-based, automatic generation of

process FMEA ensures production quality Engineering and Risk Data automated o oo tput
* All Information for automated risk assessment [Faiure impact|[product spec Optimized.

(Severity) || (BOM + BOP) Goal Compliant

schedule

H 0;::::2:‘.: ©
ptimization
) Failurg Pro#L.Jcth.)n L Process
« Decouple independent stakeholders PO speclieter w
e 4. . . Updated
* Reuse existing solutions and knowledge from | RunTime | produstion | | @

Deployment Schedule

risk analysis for production services, A
product definition (BOM/BOP)

* Automated (re-) generation of artifacts

captured in one place, machine-processable

Failure Mode

* Model-based and modular approach supports  "Seiniions | Skils/am
development processes

MU

* Method supported by tooling: prototypical tooling based on MPS developed within CrESt
supports semi-automatic analysis, evaluation and optimization
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Conclusion EFEStV

* Focus: Dynamic safety certification of
collaborative embedded systems (CESs)

* Modular safety cases are combined to build
a safety case for the integrated CSG

* Document-based (adaptable factory)
* Contract-based (platooning)

e Supporting techniques:
* Context modeling (context awareness)
* Runtime uncertainty handling
* Integrating model-based risk assessment
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